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PATRICK LYNCH  (S.B. #39749) 
DARIN W. SNYDER  (S.B. #136003) 
DAVID R. EBERHART  (S.B. #195474) 
RANDALL W. EDWARDS  (S.B. #179053) 
O'MELVENY & MYERS LLP 
Embarcadero Center West 
275 Battery Street 
San Francisco, California  94111-3305 
Telephone: (415) 984-8700 
Facsimile: (415) 984-8701 

Attorneys for Defendants 
NDS Group PLC and NDS Americas, Inc. 

 

UNITED STATES DISTRICT COURT 

NORTHERN DISTRICT OF CALIFORNIA 

SAN FRANCISCO DIVISION 

Groupe Canal+ S.A., et al., 

Plaintiffs, 

v. 

NDS Group PLC, et al., 

Defendants. 

Case No. C02-01178 (VRW) 

DECLARATION OF JOHN NORRIS 
IN SUPPORT OF DEFENDANTS’ 
OPPOSITION TO MOTION TO 
EXPEDITE DISCOVERY 

Judge: Hon. Vaughn R. 
Walker 

 
Date of Hearing: April 18, 2002 

 

I, JOHN NORRIS, hereby declare under penalty of perjury pursuant to 28 U.S.C. §1746 

as follows:  

 

 
 

 

NORRIS DECLARATION IN SUPPORT OF 
OPPOSITION TO EXPEDITE DISCOVERY 

C02-01178 (VRW) 
 

1.  I am Director of Special Projects for NDS Americas, Inc.  My duties 

include investigation of signal piracy on behalf of NDS in North and South America.  I 

have worked in this capacity with the United States Customs Service, numerous United 

States Attorneys, the Royal Canadian Mounted Police and other law enforcement 

agencies.  I have been called as a witness on behalf of the prosecution in more than a 

dozen signal piracy cases in the United States and elsewhere.  Prior to joining NDS in 

April, 1996, I was Manager of Special Projects for General Instrument, a position I held 

for approximately six years, with a two year hiatus during which I managed a Navy 

security force at Miramar Naval Station.  At General Instrument, I was responsible for 
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investigating and prosecuting satellite signal theft.  Prior to joining General Instrument, I 

held various security management positions in the private sector.  Prior to that, I served in 

the U.S. Army Intelligence as a credentialed Special Agent in counterespionage and 

counterintelligence, where I held the position of Captain for four years. 

2. The information set forth in this declaration is based on my personal 

knowledge and the opinions stated are my true opinions. 

3.  I am advised that plaintiffs in this action ("Canal+") have asserted that I 

was, in part, responsible for providing, to a web site known as www.DR7.com (“DR7”), a 

file ("SECAROM.ZIP") containing a hexadecimal listing of the content of a read-only 

memory from a Canal+ smartcard.  Prior to this lawsuit, I have never had possession of a 

file entitled SECAROM.ZIP.   

4. After Canal+ filed its lawsuit against NDS, I searched the Internet for a copy 

of SECAROM.ZIP.  On April 2, 2002, I located a file with that name at a website called 

www.hitecsat.com.  I downloaded that file and reviewed its contents.  Based upon my 

review, SECAROM.ZIP appears to be an archive that contains three files: “Readme.txt,” 

“Secarom.txt,” and “Secarom.bin.”  The content of Readme.txt provides, in part, “3/26/99 

. . . This File has been downloaded from www.DR7.com.”  Secarom.txt appears to contain 

computer code in hexadecimal format.  True copies of Readme.txt and Secarom.txt, as 

downloaded from the hitecsat website, are attached as Norris 1 and Norris 2.  Secarom.bin 

appears to be an object code, or binary, file.  That file is not comprehensible to human 

eyes, and it cannot be printed in any meaningful format. 
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5. More specifically, I understand that Canal+ asserts that I obtained a copy of 

SECAROM.ZIP from Reuven Hasak, and that I passed this file to Chris Tarnovsky, who 

is alleged to have provided the file, in turn, to one “Al Menart” at DR7.  I have heard of 

an individual associated with DR7, but I believe that the correct spelling of his name is 

“Al Minard.”  Before April 2, 2002, I have never had possession of SECAROM.ZIP or 

any of its contents.  I did not receive any such information from Reuven Hasak or any 

other person, and I did not pass SECAROM.ZIP or any of its contents to Chris Tarnovsky 

http://www.dr7.com/
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or any other person.  Nor did I ask Chris Tarnovsky or any other person to provide 

SECAROM.ZIP – or any other data about any Canal+ smartcard – to Al Minard or DR7. 

6. When I was asked to investigate Canal+'s allegations, I asked Chris 

Tarnovsky, an engineer who reports to me, whether he had supplied SECAROM.ZIP to 

DR7 or Al Minard.  Mr. Tarnovsky told me that he had not supplied DR7 or Al Minard 

with a copy of SECAROM.ZIP, any of the contents of SECAROM.ZIP, or any other data 

about any Canal+ smartcard. 

7. Mr. Tarnovsky told me that he had, however, obtained possession of certain 

Canal+ smartcards in the following manner.  Sometime in the fall of 2001, one Gilles 

Kaehlin, who identified himself to Tarnovsky as the chief of security for Canal+, extended 

an offer of employment to Mr. Tarnovsky.  At the time, Mr. Kaehlin also gave Mr. 

Tarnovsky some 20 Canal+ smartcards.  Mr. Kaehlin asked Mr. Tarnovsky to see if he, 

Mr. Tarnovsky, could defeat the encryption scheme used in these cards.  Mr. Tarnovsky 

provided me with a statement written in Mr. Kaehlin's hand.  A true copy of this statement 

is attached as Norris 3.   

8.  I am not fluent in the French language.  I am advised that Norris 3 reads in 

substance as follows: 

 
5 October 2001 
 
I, the undersigned Gilles KAEHLIN, director of Canal+, gave this 
day to Chris TARNOVSKY a total of 24 access cards containing 
Canal+ technology and software programs used to support the 
decryption of audio and video services made by this company. 
 
This group of cards has been given for the use of analyzing and 
testing the cards and hardware and software, in order to bring up to 
date any eventual weaknesses. 
 
At the end of these tests, Mr. TARNOVSKY promises to return said 
cards, even if they are damaged, and to keep confidential the results 
he obtained, he will also not be able to communicate anything to 
parties outside of the Canal+ group, which is represented by Gilles 
KAEHLIN.   
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The Canal+ business will not attack (prosecute) Mr. TARNOVSKY 
for possessing these cards or for the results of his efforts to analyze 
the function of the cards 












































